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Patch Management Policy  
  

Policy Category:  General  

Subject:  Mitigation of vulnerabilities on software and applications that are 

susceptible to cyber attacks to reduce security risk  

Approving Authority:  ISSB  

Responsible Officer:  Chief Information Officer  

Responsible Office:  IT  

Related Procedures:  Information Security Procedures  

Related College Policies:  IT Acceptable Use Policy  

Effective Date:  9 August 2022  

Supersedes:  N/A  

Next Review:  August 2025  
 

 
  

I.  Purpose & Scope  
  

This policy defines the requirements for maintaining up-to-date operating system, firmware and 

application security patches on university owned or managed workstations, servers, infrastructure, 

and all network-connected devices.  

  

This policy applies to workstations, servers, infrastructure, and any network connected device 

owned or managed by King’s College London (KCL). This includes systems that contain company or 

customer data owned or managed by the university, regardless of location.  

  

II.  Definitions  
  

Actors  An entity that is partially or wholly responsible for initiating or 

participating in malicious action to target IT security.  

CVSS  The common vulnerability scoring system is an open industry standard 

for assessing the severity of computer system security vulnerabilities.  

Exploit  A software tool designed to take advantage of a flaw in a computer 

system, typically for malicious purposes such as installing malware.  

Malware  Software intentionally designed to cause disruption, damage, or gain 

unauthorised access to a computer system.  

Patch  A set of changes to a computer programme or its data designed to 

update, fix or improve it.  
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Threat  A potentially negative action or event leading to an unwanted impact.  

 Trojan  Also referred to as ‘Trojan horse’ is malware which misleads a user of 

its true intent, for example a programme disguised as something 

legitimate.  

Virus  A piece of code which is capable of replicating itself and typically has a 

detrimental effect, such as corrupting a system or destroying data.  

Vulnerability  A weakness in an IT system which can be exploited by an attacker.  

Worm  A type of malware which self-replicates and infects other computers.  

   

III.  Policy 

1.  Introduction  

1.1  King’s College London is responsible for ensuring the confidentiality, integrity, and 

availability of its data and that of data stored on its systems. King’s IT has an obligation to 

provide appropriate protection against threats, such as viruses, trojans, worms and exploits, 

which could adversely affect the security of the system, or its data entrusted on the system.  

1.2  King’s College London has implemented technologies which utilise virtual patching to 

provide an extra layer of protection to mitigate vulnerabilities. These technologies can be 

effective in protecting assets, but they are not a substitute for patching devices.  

1.3  Effective implementation of this policy will limit the exposure and effect of common 

malware threats to the systems within scope, as well as reduce the risk that these systems 

can be exploited by malicious actors.  

2.  Responsibilities  

2.1  The Chief Information Officer is accountable for ensuring that the patch management policy 

is adhered to.  

2.2  System owners are responsible for ensuring that all in scope software they manage is 

maintained through regular software updates and patching.  

2.3  The University’s Cyber Security Team is responsible for routinely assessing compliance with 

the patching policy and will provide guidance to all the stakeholder groups in relation to 

issues of security and patch management.  

2.4  Third Party Suppliers are responsible for ensuring that all in scope software they manage is 

maintained through regular software updates and patching, both before and during their 

operational deployment. Where this is not possible, this must be escalated to King’s IT 

department.  
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3.  Patch management  

3.1  Any decision to upgrade to a new release of software takes into account the business 

requirements for the change and the security of the release, for example where a system 

may have improved security functionality, or where there may be a number of security 

problems affecting a particular version. Where this is the case, software patches are applied 

when they can help to remove or reduce security weaknesses.  

3.2  Where a patch is available from a legitimate source, the risks associated with installing the 

patch are assessed and the patches tested and evaluated before they are installed to ensure 

they are effective and do not result in side effects that cannot be tolerated. If adequate 

testing of the patch is not possible, for example due to cost or lack of resources, a delay in 

patching can be considered to evaluate the associated risks, based on the experience 

reported by other users. Any such decision must be succinctly recorded with a reason for 

the delay, a proposed date when it will be applied, any proposed compensatory controls or 

mitigations and the risk accepted at Director or equivalent level.  

3.3  All software and hardware within the scope of this policy must be licenced and vendor 

supported. Where support no longer exists, the software must be removed from the device 

replaced with a supported version or the exception process followed.  

3.4 All software patches that fix a vulnerability with a CVSS severity score deemed ‘critical’ or 

‘high’ must be installed within 14 days of release. All other patches which fix security 

vulnerabilities must be installed within 90 days of release.  

3.5 Where a ‘critical’ or ‘high’ risk vulnerability is being actively exploited and poses a significant 

risk to the university should the vulnerability not be remediated, a critical response process 

will need to be followed to remediate the vulnerability immediately.  

4.  Monitoring and reporting  

4.1  Cyber Security will compile and maintain reporting metrics to summarise the vulnerabilities 

associated with each system. These reports shall be used to evaluate the current patching 

levels of all systems to assess the current level of risk. These reports will be made available 

to all relevant parties. 

4.2  Cyber Security may conduct assessments to monitor compliance with this policy without 

notice. Any system found to be in violation of this policy shall require immediate corrective 

action. Violations shall be noted in the KCL vulnerability management system and support 

teams shall be notified to remediate the issue.  

5.  Exceptions  

5.1  Where exceptions to the policy may be raised, formal documented approval will be 

required. Where such exceptions introduce significant risk, these will be documented in the 

appropriate risk register.  

5.2  Any exceptions must have suitable mitigations applied to minimise the risk of 

vulnerabilities. Mitigations must be approved by the Cyber Security Team.  

5.3 Where such exceptions exist, these should be reviewed every three months by the 

Cyber Security Team to ensure they are still required and that adequate mitigations are 

still in place.  
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IV.  Enforcement  

The implementation and compliance to this policy is ultimately the responsibility of all technical 

service owners, and failure to remediate violations of this policy that introduce significant risk to the 

university may result in Cyber Security taking action to mitigate risk of this device from the KCL 

network.  

  

V.  Review and Development of this Policy  

This policy shall be reviewed and updated regularly (normally every three years).  

 

 

Appendix A – Change Log 

 

Version Date Name Role Changes made 

1.2 24/04/2023 Kirsty Lynch Senior IT Assurance 

Officer 

Change log added as Appendix A 

     

     

     

     

     

     

 


