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The project

Over the past two years, the Centre for Science
and Security Studies at King’s College London
has brought together a unique and diverse range

of stakeholders to explore opportunities to build
trust between nuclear weapons possessors, non-
possessors, governments and civil society. The

goal of the project was to move beyond existing
‘silos’ in nuclear thinking, and focus on specific
opportunities for collaboration between groups that
might seldom talk to each other, let alone agree.

Our first report, Meeting in the middle:
Opportunities for progress on disarmament

in the NPT, was published in December 2019

in partnership with Stiftung Wissenschaft

und Politik (SWP), the German Institute for
International and Security Affairs. The collection
of expert papers outlined dozens of potential
projects for collaboration between nuclear
possessors and non-possessors.

In August 2020, project lead Dr Heather Williams
published a second report, Remaining relevant:
Why the NPT must address emerging technologies.
The report highlighted growing concerns about
emerging technologies and the need to address
these new developments and their impact on
nuclear disarmament.

This third report focuses on one area where new
technology might offer the chance to strengthen the
NPT and build trust among its members. The report
explores how blockchain could create opportunities
for practical cooperation on disarmament and arms
control verification. This project is supported by the
John D. and Catherine T. MacArthur Foundation.
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RAPID TEGHNOLOGICAL
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TREATY, BUT ALSO
OPPORTUNITIES

TO INNOVATE

AND STRENGTHEN

THE TREATY
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Technology is rapidly changing the international security environment. This creates
not only challenges for the multilateral nuclear order built around the Non-Proliferation
Treaty (NPT), but also opportunities for innovation that can help to foster international
cooperation. To that end, this report examines one specific technology — blockchain,
also known as distributed or shared ledger technology — and asks whether and how it
could strengthen disarmament and arms control verification and help to build bridges
among NPT stakeholders.

Blockchain is best known as the technology that underlies Bitcoin, but it has a wide
range of alternative uses. A private blockchain allows authorised network participants
to manage encrypted data in a way that is highly resistant to tampering, without a
central authority or intermediary. The result is a shared ledger — a blockchain — that
is practically immutable and nearly impossible to tamper with in secret. This allows
participants to maintain very high confidence in the integrity of the shared data.
Blockchain thus creates a fecinical foundation for cooperation among parties that
have a limited basis to trust each other, leading to its nickname ‘the trust machine’.

This report is mainly conceptual, not political or technical. It is intended for nuclear
experts and decision-makers who may not have a background in blockchain, but are
curious about how new technologies create opportunities to strengthen cooperation
on nuclear disarmament and arms control. This report reviews existing research into
blockchain for nuclear safeguards and compares the key attributes of blockchain with
the requirements of nuclear disarmament and arms control verification. On that basis,
the report argues that blockchain could help to strengthen verification methods and to
increase international cooperation in the field. Specifically, blockchain could help to:

+ Track chain-of-custody for treaty-accountable items while minimising workload.

+ Create an immutable, encrypted data record that is easily accessible to authorised
participants in a verification process.

+ Help to build technical capacity among NN'WS and habits of cooperation among
NPT parties, while protecting proliferation-sensitive data.

+ Create new types of verification mechanisms and data without adding friction,
including by enabling a network of automated sensors and environmental monitors.

+ Act as a cryptographic escrow for national declarations in disarmament processes,
allowing for the phased sharing of sensitive data in parallel with political developments.

The report recommends that participants in nuclear disarmament verification initiatives
explore how blockchain might contribute to their efforts. As with other technologies,
analysts and policymakers should consider how blockchain corresponds to their policy
objectives in this field. But they should also remember that new technologies sometimes
allow for innovation in those objectives themselves by enabling cooperation that was
previously infeasible or inconceivable due to technical limitations.
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Introduction

Technology is rapidly changing the international security environment. This creates
not only challenges for the multilateral nuclear order built around the Non-Proliferation
Treaty (NPT), but also opportunities to innovate and strengthen the Treaty. To
maintain the relevance of the NPT in a rapidly evolving world, Treaty stakeholders
need to seize such opportunities for innovation, especially where they can facilitate
international cooperation.! To that end, this policy report explores the potential for

one technology, blockchain, to help strengthen processes for the multilateral verification
of nuclear disarmament and arms control.

Article VI of the NPT assigns responsibility for nuclear disarmament to both nuclear
weapon states (NWS) and non-nuclear weapon states (NNWS).? This creates
significant technical, political and legal challenges because NN'WS cannot undertake
tangible nuclear disarmament themselves. They can partially fulfil their Article VI
obligations by helping to develop tools and processes for disarmament verification, but
many NNWS lack the technical capacity for such work. At the same time, all countries
are unlikely to trust an international disarmament process without robust multilateral
verification. And finally, cooperation in this field must ensure that no NPT parties
breach their nonproliferation obligations. These complex, interrelated challenges lead
to a critical policy question for decisionmakers: how can they advance multilateral
nuclear disarmament verification while ensuring that the highly sensitive data created
in the process is managed in a secure, reliable manner?

This report will show that the core attributes of blockchain correspond closely

to these requirements and therefore, could help to strengthen nuclear disarmament
and arms control verification. Yet despite the strong match between the attributes

of blockchain and the needs and objectives of policy in this sphere, public discussion
of the technology’s potential in disarmament and arms control — as opposed to
nonproliferation and security® — has been very limited to date.* The aim here is to
catalyse further conversation in that regard. This report is designed for nuclear experts
and decision-makers who may not have a background in blockchain, but are curious
about how new digital technologies could strengthen verification efforts.

In conceptual terms, two observations are useful at the outset. First, it is extremely

difficult, if not impossible, for any authority to enforce nuclear disarmament
66 agreements,’ so successful disarmament is more about building trust in the verification
VERIFICATION DATA pro.cess than enforcing the outcome. To that end,. blockch?in p¥ovides a strong technical

basis to trust the sources, management and security of verification data. Second, states
MUST BE STORED IN A share significant interests in cooperating to reduce nuclear risks through disarmament
SEGURE! PERMANENT and arms control, but often lack sufficient trust in each other to do so. By strengthening
AND TRANSPARENT confidence in, and in some cases, enabling nzew #ypes of verification data, blockchain
MANNER THAT ALLOWS creates additional areas for potential cooperation that could help to build that trust over

FOR EASY RETRIEVAL time, thus serving the interests of all states.

BY AUTHORISED
PARTIES. BLOCKCHAIN In practical terms, experts have suggested that blockchain could “drastically simplify

the verification challenges of nuclear disarmament.”® As discussed in this report,
CORRESPONDS blockchain would help to ensure a robust system of nuclear material accounting and

GLOSELY TO THESE control by creating an immutable, encrypted record of chain-of-custody for treaty-

REQUIREMENTS accountable items. It could help to build technical capacity among NN'WS and habits
of cooperation among NPT members, by enabling third parties to verify the integrity of

(I)Q verification data without being able to see the data. When paired with ‘smart contracts’
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— algorithms that respond automatically to pre-agreed conditions — blockchain could
provide a secure base layer for a private internet-of-things (IoT) made up of sensors
and environmental monitors. This would provide real-time verification at remote sites
and automatically alert participants to potential treaty violations. Finally, blockchain
could act as a cryptographic escrow for national declarations in disarmament processes,
allowing parties to reveal sensitive data in a phased manner, in parallel with political
and strategic developments.’

In recent years, various NWS and NN'WS have invested considerable energy

into cooperative efforts to advance multilateral nuclear disarmament verification,
including in partnership with civil society.® At present, the most active collaborations
are the International Partnership for Nuclear Disarmament Verification (IPNDV) and
the Quad initiative of Norway, Sweden, the United Kingdom and the United States.
These initiatives take a technical and operational approach rather than a political

one, addressing the as-yet unresolved challenge of how to verify the dismantlement
of nuclear warheads in a safe, secure and reliable manner.’

Such initiatives are a rare success story of international cooperation to advance the
NPT’s disarmament goals. They offer an opportunity to build bridges between NWS
and NNWS, and between NPT members and non-members. Based on a review of
existing research into how blockchain could contribute to nuclear safeguards under the
International Atomic Energy Agency (IAEA), this report explores how participants in
the IPNDV and the Quad could advance their objectives by using blockchain to record
and store verification data.'® The report recommends that policymakers take up this
question and incorporate blockchain into their related research programmes.

This report is exploratory and conceptual in nature. It looks at how blockchain could
help to improve multilateral verification processes in principle, but does not address

the complex technical and political challenges of cooperation in this sphere.!! The
report has three sections. First, it outlines key terms and concepts related to blockchain.
Second, it reviews research in Australia, Finland and the United States into the
potential of blockchain in IAEA safeguards and considers what lessons that research
offers. Third, the report discusses ways that blockchain could help to strengthen
confidence in disarmament verification and enable further international cooperation,
and briefly reviews the challenges and limitations of the technology in that regard.

October 2020 | The trust machine: Blockchain in nuclear disarmament and arms control verification
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What is blockchain?
Key terms and concepts

Initiatives such as the IPNDV and the Quad, as well as their many predecessors, have
each worked to solve different technical and political puzzles related to disarmament
verification.'? Despite significant progress, many challenges remain. This section
examines the structure and attributes of blockchain and describes how they relate to the
specific challenge of data management in the field of nuclear disarmament verification.

Invented in 2008, blockchain is best known as the technology that underlies the
cryptocurrency Bitcoin,'® but it also has a wide range of applications across industries
and sectors.!* The technology makes it possible to transact and store encrypted data
in a transparent, secure and highly tamper-evident way without a central authority
or intermediary. It does this by creating a shared ledger — a blockchain — that is
practically immutable, allowing parties to maintain very high confidence in the
veracity of the shared data. The technology thus provides a technical basis for
cooperation without parties needing to trust each other or a central authority,
earning it the nickname ‘the trust machine’. Blockchain is also commonly known

as distributed ledger technology (DLT) or shared ledger technology (SLT), although
technically speaking it is a subset of such systems.!® Since the terms blockchain

and DLT/SLT have become largely synonymous in common use, this report treats
them as such."”

Access to a blockchain can be either public/permissionless or private/permissioned.®
Public blockchains like Bitcoin allow anyone with an internet connection to participate
in the network. In contrast, private blockchains are accessible only to designated
actors and regulate users’ access to data and network functions. In the nuclear sphere,
blockchains will almost certainly be permissioned.

It helps to think of the structure of a DLT system in three parts: network, data and
protocol.’® The nerwork is the set of computing ‘nodes’ that have permission to view

or interact with the blockchain. Daza is transacted between network participants and
stored on the blockchain. The protocol is an algorithm that sets the rules for all activity
on the network. Data is stored in encrypted ‘blocks’, which are linked together in an
ever-expanding chain — hence, a ‘blockchain’.?’

6 (l) In a disarmament verification process, transaction data might include stockpile

declarations; environmental or nuclear fuel measurements; or multi-signature
BLOGKCHAIN PROVIDES | declarations from on-site inspections. The network protocol would ensure that only

A TECHNICAL BASIS authenticated inspectors or devices were able to log such data. And participating
FOR COOPERATION countries would each operate a node or set of nodes to help maintain the blockchain
WITHOUT PARTIES and ensure international confidence in the data stored on it.

HAVING TO TRUST EACH

In terms of its functional elements, blockchain combines aspects of several existing
OTHER OR A GENTRAL technologies: peer-to-peer networking; algorithms known as consensus mechanisms
AUTHOR'TY, EARNING that establish agreement among network participants; a multi-layer encryption

g g p P y yp

IT THE NICKNAME process called /ashing that creates data immutability; public-key cryptography to

‘THE TRUST MACHINF’ authenticate participants and their activities; and distributed storage. The specific
type and configuration of these elements vary depending on the context; these

(?)Ci) are design choices for specialist cryptographers and software developers. As such,
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this report does not propose a specific blockchain design, but offers a basic outline
of the role and significance of the different elements of a blockchain for nuclear
disarmament verification.

Consensus mechanisms

A consensus mechanism is an algorithm that quickly and reliably establishes agreement
among network participants about the updated state of the shared ledger when data

is added to it. It helps to create trust in the shared ledger by reducing the scope for
actors to cheat by adding false data. A (very rough) analogy for this is the dual-key
process that many nuclear-armed states use to prevent a single rogue actor from
launching nuclear missiles. In a dual-key system, two missile launch officers have

to turn two physical keys simultaneously before a launch can proceed. The keys

are far enough apart that no one human can turn both at the same time, so the two
launch officers must agree before launch is possible.

In blockchain, turning the keys would represent the establishment of consensus, which
allows the protocol to process a new set of transactions and add them to the distributed
ledger (DL). But instead of two keys, there might be 500 or 1000, each belonging

to an individual participant. When anyone tries to turn their key, the whole network

is alerted. And a critical mass of participants must turn their keys simultaneously

to allow the new data to be added to a blockchain.

Hashing

A second functional element of blockchain is the hashing of data, which makes

the record of transactions highly tamper-evident and extremely hard to alter. When
participants submit new transaction data — for example, date, time, activity and parties
involved etc — the consensus mechanism first establishes agreement on the resulting
ledger state. The protocol then ‘locks’ that agreement at a precise moment in time

by creating a set of interlocking or ‘nested’ cryptographic hashes — unique strings

of numbers and letters that cannot be replicated — to represent the transactions. First,
the protocol generates a unique hash for each transaction; second, it combines the
individual transaction hashes and creates a collective hash to represent them as a unit;
and third, it combines the collective hash with a timestamp and the hash of the previous
block, to generate an overall hash for the new block. /See Figure 1 overleaf.]

In a disarmament verification context, transaction data would already be encrypted
using public key cryptography [derails below/. Hashing adds a further layer of security
to the data because it is practically impossible to start with a hash and reverse engineer
the source data. Additionally, the interlocking nature of the hashes creates a chain

of interdependence between them. As a result, a change to any single piece of data
would lead to cascading changes in every subsequent hash. A blockchain thus adds
unique value by making it almost impossible to secretly change any of the shared data.
It maintains a complete, encrypted and highly tamper-proof record of every network
transaction back to the very first. Analysts therefore often refer to the ‘practical
immutability’ of blockchains.?!
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Figure 1: Hashing data on a blockchain
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Public key cryptography

A third functional element of blockchain is the use of public key cryptography.??
In simplified terms, this involves assigning each network participant a key pair
made up of a public key and a private key. Each key pair is cryptographically linked
and can be used to send encrypted messages and authenticate digital signatures.
(For increased security, each actor could have multiple key pairs.)

When data is encrypted using an actor’s public key, only the private key of the same
actor can decrypt the data. Conversely, when actors use their private key to digitally
‘sign’ a transaction, anyone with the corresponding public key can authenticate its
source. The security of each participant’s data and network activities thus depends
on them keeping their private key secret.

In a disarmament verification process, public key cryptography would allow
participants to strictly control who had access to which data and network functions
and would help to ensure the security of the data on the blockchain. For example,
a NWS could encrypt a stockpile declaration with a public key, authenticate the
declaration by using a private key to add a digital signature, and hash the encrypted
declaration and signature together. The result would be an encrypted record accessible
only to the declaring party which it could choose to reveal at a later date, such that all
6 C) parties could trust that the declaration had not been altered in the intervening period.

THE HASHING PROCESS | . _ .
MEANS THAT ANY Distributed storage

GHANGES TO DATA ARE

A fourth attribute that defines blockchain technology is its distributed nature:

IMMEDIATELY VISIBLE each full network node keeps a complete, identical copy of the ledger, though only

TO ALL PART'G'PANTS, some nodes can see the underlying data. This offers at least two significant advantages

WHILE THE UNDERLYING | over traditional, centralised systems for data storage. First, in combination with the

DATA REMAINS PRIVATE | other aspects of blockchain, it ensures there is no central authority with the technical
capacity to manipulate data privately or unilaterally. Second, it significantly reduces

(DQ single points of failure, minimising vulnerabilities to technical and connectivity
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faults, insider threats, or adversarial attacks.?? Both of these advantages would help
to strengthen confidence in the integrity of data stored on a blockchain.

While other distributed systems for data storage offer similar attributes, the combination
of these factors with blockchain’s hashing process creates unique value in ensuring the
practical immutability of the data. A malicious actor seeking to secrez/y change data on

a blockchain would have to achieve the practically impossible task of hacking every
node on the network simultaneously, and instantaneously altering every copy of the DL.

Confidence in the code: formal verification and open-source protocols

The global rollout of 5G internet shows that the nature and quality of software code

in critical national infrastructure have major political and security implications.?* Given
the sensitivity of nuclear verification processes, there is a very high bar for the accuracy
and reliability of related software. T'wo options to help ensure that software is fit for
purpose are formal verification and the use of open-source code. These are not core
attributes of blockchain, but additional factors that would help to ensure the confidence
needed for its use in disarmament verification.

Formal verification turns software code into mathematical formulas, allowing
specialists to verify with extremely high confidence that an algorithm not only
performs correctly as intended, but 07/y performs as intended. For example, when the
US Defence Advanced Research Projects Agency started exploring how blockchain
might contribute to the security of US nuclear weapons in 2016, it employed a private
sector specialist to validate its protocols using formal verification.?

Many blockchains also use open-source code, meaning the protocol is public so anyone
can screen it for bugs and suggest improvements. In the nuclear sphere, for example,

Argentinian company Nuclearis uses open-source code in its blockchain-based system
to ensure the provenance of manufacturing blueprints.? To be clear, using open-source

code does not mean malicious actors can simply change the protocol or secretly view
or change data on a blockchain.

October 2020 | The trust machine: Blockchain in nuclear disarmament and arms control verification 13
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IAEA safeguards are designed to strengthen nonproliferation efforts by helping to
ensure the non-diversion of nuclear materials and technologies from peaceful to military
purposes. Over the last few years, public-private partnerships in Finland, Australia

and the United States have been exploring how DLT systems could help to strengthen
safeguards, as well as nuclear security.?” These projects have focused on areas such as
nuclear materials accounting and control; IAEA safeguards; mitigating insider threats;
and ensuring the security of nuclear materials during transport.? This section briefly
reviews this research and considers what lessons it might hold for disarmament and
arms control verification.

Finland

In 2020, a public-private partnership between the Finnish Radiation and Nuclear
Safety Authority (STUK), the Stimson Center in the United States and the University
of New South Wales in Australia launched the world’s first prototype of a national
blockchain for nuclear material accounting and control, known as SLAFKA.? The goal
is to test blockchain’s ability to increase efficiency, transparency and trust in nuclear
safeguards by monitoring chain-of-custody along the full nuclear supply chain.*

SLAFKA replaces the vertical reporting structure for Finnish safeguards with

a ‘network’ model. In the legacy system, data is reported upwards from operators to

a national authority, then to the ITAEA. Under SLAFKA, operators record transactions
on a DL, and STUK can access the DL at any time. Technically, such a system could
also allow the IAEA to view the national-level DL, giving it direct access to operator-
level data and increasing the efficiency and effectiveness of ITAEA oversight. Experts
have suggested that such a development may face political rather than legal barriers:
at a dedicated workshop in June 2019, stakeholders from nine IAEA member states
concluded that “existing legal agreements between the IAEA and member states

do not preclude future DLT deployment.”!

Australia

With the cooperation of the Australian Safeguards and Non-Proliferation Office,
researchers at the University of New South Wales have developed a DLT-based
prototype for national nuclear material accounting, known as SLUMBAT.* Among
other things, SLUMBAT tested whether operators could record nuclear material
transactions on a national DL while complying with the IAEA reporting requirements.
The researchers found that SLUMBAT “easily met” the IAEA reporting standards

for format, content and procedures; was practical from a user perspective; and
demonstrated the benefits of blockchain immutability.

The Australian prototype was also the first to demonstrate that DLT systems could
improve detection of attempts to divert nuclear materials. Unlike the existing Australian
system, SLUMBAT was able to account for consignments in transit, thus effectively
performing the task of ‘transit matching’ — verifying that the makeup of a shipment

14 The trust machine: Blockchain in nuclear disarmament and arms control verification | October 2020
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at its point of origin precisely matches that which arrives at its destination.*
Alongside their positive findings, however, the researchers warned of the need for
further investigation around data secrecy: “While permissioned blockchains use
encryption keys to protect confidential data, patterns in metadata may still contain
meaningful information. If a global blockchain materials accounting system were
developed, peers may find ways to analyse transaction patterns.”*

United States

In 2017, a pilot study at Pacific Northwest National Laboratory (PNNL) also found
that blockchain could make TAEA safeguards reporting more effective and efficient.
The researchers noted that the technology is not unique in that regard, but that it

7s unique in its “ability to increase transparency in the safeguards system without
sacrificing confidentiality of safeguards data...[which] could lead to increased trust
and cooperation among States.”* The researchers highlighted that the utility of DLT
in this context would depend on stakeholders accepting the sharing of sensitive data
in encrypted form. But they also noted that IAEA members already use cryptography
in safeguards reporting, and that that the additional cryptographic techniques used

in blockchain could make it “effectively impossible to hack.”

In a follow-up study, PNNL researchers developed a prototype DL specifically

to test the utility of blockchain in transit matching. Published in 2019, their report
reinforced the earlier findings, concluding that DLT “may potentially improve
timeliness of detection of diversion of nuclear material.”?” The study reiterated the
unique value of DLT in creating a tamper-evident record of transactions, made possible
“only by the immutability and cryptographic surety that the blockchain provides —
this is what makes the DL technology stand out from the computer science software/
tools available today.”®

Lessons from nuclear safeguards research
for disarmament verification

Many of the potential uses of blockchain in nuclear safeguards also apply to or have
analogues in disarmament and arms control verification. The Finnish SLAFKA
system showed that DLT could technically allow the IAEA to monitor operator-
level data directly. This suggests that in disarmament verification, blockchain would
allow for ‘tailored transparency’ regarding the types and levels of data access among
different parties. SLAFKA also demonstrates the potential utility of blockchain in
tracking chain-of-custody along a full nuclear supply chain, an application with clear
disarmament parallels.

The Australian research highlighted the practicality of DLT systems and the

potential gains in efficiency and effectiveness that they offer for transit-matching

and the rapid detection of diversion attempts. Both of these applications would
provide significant value in disarmament verification. But the research also highlighted
the need for further examination of how to ensure that malicious actors cannot use
metadata to infer sensitive information about nuclear material shipments. This is an
important consideration for the tailored transparency application discussed here.

The US research pointed to the fact that sharing encrypted data on a blockchain
represents a more secure version of states’ existing practice of submitting encrypted
reports to the IAEA. Finally, researchers in all three countries pointed to the unique
value of DLT in creating a tamper-evident record of transactions, allowing for very
high confidence in the integrity of shared data.

October 2020 | The trust machine: Blockchain in nuclear disarmament and arms control verification
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Blockchain in nuclear disarmament
and arms control verification

I

66 Like TAEA safeguards, nuclear disarmament and arms control verification demands
robust nuclear material accounting and control, among other things. Parties need to

BLOCKCGHAIN IS A track and record the status, locations and movements of warheads and their constituent

DATA MANAGEMENT parts; the work of inspectors; and the status and holdings of facilities. These activities

TOOL SO A FIRST generate an enormous amount of data that needs to be stored in a secure, permanent

STEP IN CONSIDERING and‘transparent mannf:r that allows for its easy retrieval l.)y authorised actors. The core
TS UTILITY IS TO attributes of blockchain correspond closely to these requirements.

SKETCH THE RELEVANT Ultimately, blockchain is a data management tool so a first step in considering its

INFORMATION FLOWS utility is to sketch the relevant information flows that a system creates.* For example,
THAT A SYSTEM what types, frequencies and amounts of data would help to improve confidence
CREATES in the verification process? What data-gathering processes can generate such data?

And what types and levels of transparency might parties accept in dealing with
99 proliferation-sensitive materials?

The IPNDV and the Quad have been investigating exactly these types of questions.
The first two phases of the IPNDYV, for example, built on historical research to develop
a conceptual model for the full lifecycle of warhead dismantlement.*’ As such, this
report does not try to map the full information ecosystem for disarmament verification.
Rather, it offers some specific examples of how blockchain could improve the security
or efficiency of the information supply chain.

Strengthening existing verification practices

First, if parties to a disarmament agreement committed to the use of blockchain,

it would remove the need for a central authority to record and administer verification
data. This would simplify or obviate some aspects of the negotiations and offer
significant financial savings during implementation due to reduced operational costs.

Second, in the implementation phase, a blockchain would prevent disagreement about
the types of verification data that parties were allowed to record and the methods

they could use to do so. The network protocol would be encoded to accept inputs

only from pre-agreed sources, and public key cryptography would ensure all data
came from authenticated sources. As a related example, the company Oaro is using
blockchain-based authentication that complies with Canadian, EU and US regulations
to provide human and digital identity services in security-critical contexts like nuclear
manufacturing and airport security.*!

Third, blockchain would allow parties to maintain very high confidence in the
immutability of verification data, creating a strong technical foundation for future
cooperation from a shared, trusted baseline.

Fourth, use of a blockchain could act as an international confidence-building measure
during a disarmament process by allowing for tailored transparency with third parties,
including NNWS. The primary parties could tailor the hashed verification data so
that third parties could identify the types of processes being enacted, but not the
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content involved. This is known as a ‘zero-knowledge proof’, and is analogous to the
‘information barrier’ technologies under development in the IPNDV and the Quad.
Such information barriers aim to verify the presence of specific nuclear materials
without revealing proliferation-sensitive information about their atomic composition.**
They would allow NNWS to contribute to verification processes without breaching the
nonproliferation obligations of NPT parties. The use of a blockchain to create tailored
transparency with third parties to a disarmament process would achieve the same
objective but in a broader context.

This application of blockchain has particular significance for the NPT because Article
VI of the Treaty assigns responsibility to all parties for helping to advance nuclear
disarmament. Blockchain could thus help NNWS to fulfil their Article VI obligations
and create new habits of cooperation within the NPT, as well as help to build technical
verification capacity among NN'WS — an objective that various experts have called for.**

Enabling new verification capabilities

In addition to strengthening existing systems, blockchain could help to create new
types of verification data and processes. A first example of this is the creation of

a ‘cryptographic escrow’ for treaty declarations. Contracting parties could make
encrypted declarations at an early stage — for example, of warhead numbers —

and hash the data on a blockchain. Once they believed sufficient progress had been
made, they could share the declarations with each other or with third parties.

The unique value of blockchain here is that thanks to the hashing process, parties
could verify that the data revealed was a precise match for the declarations made at
the start of the process. When paired with an inspection regime, this application would
allow for “step-by-step verification of the correctness and completeness of the initial
declaration so that the information release and inspections keep pace with parallel

diplomatic and political processes.”*

Blockchain could also facilitate new types of verification data by providing a secure base
layer for a private IoT made up of remote sensors. In the commercial sphere, initiatives
like the Helium network already support such activities through the use of the Loong-
Range Wide-Area Network (LoRaWAN) wireless protocol.* In the disarmament
context, the private IoT might include sensors for air temperature or particulate matter,
or location devices attached to treaty-accountable items. Again, supporting an [oT

is not a capability unique to blockchain, but for non-trusting parties, the consensus
mechanism, encryption and practical immutability of a blockchain inject the ‘trust’

into the processes of data-gathering and retention.

By combining this private IoT with blockchain-based ‘smart contracts’ — algorithms
that automatically perform functions when pre-agreed conditions are met — it would
be possible to automate the detection of compliance anomalies in some contexts.
Contracting parties would deploy a set of IoT-connected location tags on treaty-
accountable items at a specific facility. Based on an initial on-site inspection, a smart
contract would then be encoded to automatically alert all participants if any of the
devices sent a location signal from outside a set of pre-agreed boundaries. While smart
contracts do not technically require a blockchain,* its use would be critical to ensure
confidence that neither the contracts nor the data they manage could be secretly
hacked or manipulated.

Finally, in the age of ‘deep fakes’, blockchain could add unique value to disarmament

verification by enabling confidence in video and photo evidence through the use
of hashing.
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66 Policy proposal: explore blockchain in the IPNDV and the Quad

PARTICIPANTS To date, the IPNDV and the Quad have focused on developing the concepts, protocols
IN THE IPNDV AND and technologies of disarmament verification. A natural progression of this work would
THE QUAD SHOULD be to explore in more detail the most effective way to manage the resulting data.

CONSIDER WHETHER
AND HOW BLOCKCHAIN In the near-term, participants in the IPNDV and the Quad should consider whether and

how blockchain could contribute to their work, including in the ways discussed here.
COULD GONTRIBUTE ) 8 Y
If further research continues to strengthen confidence in the technology, they could

TO THEIR wom(! adopt a medium-term, ‘moonshot’ objective around which to rally international support.
INCLUDING IN THE For example, an ambitious objective would be to take a single nuclear warhead from the
WAYS DISCUSSED HERE | stockpile of a participating country and run it through the entire dismantlement process
99 under multilateral verification, storing the verification data on a private blockchain.

Such an objective would certainly face very high political and technical barriers, but

it would also create significant symbolic and practical value. It would signal a good faith
commitment to tangible progress towards disarmament, presenting an opportunity to
build trust among NPT stakeholders. In practical terms, it would increase international
cooperation to reduce nuclear risks and focus the work of the participating countries

on clear, specific interim targets. Actually achieving the objective would help to
demonstrate the feasibility of multilateral nuclear disarmament verification, thus
providing a strong technical foundation to support future disarmament negotiations.

Blockchain is not a panacea

Like any component of a verification process, blockchain is not a panacea, it is one
part of the technical and political whole. Its potential value must be considered in the
context of broader research into how humans develop trust in verification processes
“in a space that falls well short of absolute certainty.”*

In that regard, blockchain would not remove the need for on-site inspections and other
forms of direct human engagement. Nor would it resolve the challenges of ensuring the
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accuracy or completeness of national declarations. However, those are not issues that
blockchain is designed to address so they are not an appropriate measure of its utility.

Since blockchain shifts the burden of trust towards software-based systems, new
governance mechanisms will be necessary to determine who specifies, designs and
creates the code in DLT systems; what verification processes they follow; who identifies
and fixes bugs; and who updates the software.*® As experts from the German Federal
Office for Information Security note, “the mere use of blockchain does not solve I'T
security problems.”* The implication for a disarmament process involving blockchain

is that cyber experts would have to play an integral role in negotiating the system and
probably also in evolving it, to maintain confidence in the scope and nature of software-
based agreements.

To be clear, it zs technically possible to change data after it is hashed on a DL, or to
compromise blockchains in other ways.>® This would give a malicious actor specific,
limited abilities, but it would not enable them to change the network protocol or to
‘cheat’ a disarmament process without alerting other participants. For example, an
attack would not enable a malicious actor to secrerly alter its previous declarations
of warhead numbers. The main impact would probably be to undermine confidence
in the system, effectively signalling a political intention to abandon the verification
process. In such a context, the relative merits of different data storage mechanisms
would no longer matter.

In general terms, all digital systems are vulnerable to malicious attacks and relatedly,
to the potential maturation of quantum computing.’! As such, the vulnerabilities

of blockchain do not rule out its value in disarmament verification per se. The key
factors to consider are the relative merits of blockchain — or more precisely, of different
types of blockchain design — compared to other options for digital record-keeping.

As Lovely Umayam and Cindy Vestergaard write, “growing attention within the
WMD nonproliferation community calls for a comprehensive and impartial analysis
of where new technologies such as DLT may fit — or not.”%
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Conclusion

Emerging and maturing technologies create challenges for the NPT, but also scope

for innovation to strengthen the Treaty. Public-private partnerships in Australia,
Finland and the United States have already tested prototype blockchains to strengthen
IAEA safeguards, and commercial firms are using blockchain-based authentication

in security-critical contexts like airports and nuclear manufacturing. Building on these
developments, this report has considered whether and how blockchain could help

to strengthen nuclear disarmament and arms control verification.

Given the limited consideration of this question to date, this report has focused on
conceptual issues such as the types of cooperation that blockchain makes possible in
principle. The overall finding is that the attributes of blockchain correspond strongly to
the requirements and objectives of disarmament and arms control verification. Crucially,
the practical immutability of data stored on a blockchain creates unique value that sets
it apart from other digital record-keeping technologies. It creates a technical foundation
for cooperation among non-trusting parties in the absence of a central authority.

Based on existing research into nuclear safeguards and analysis of the attributes

of blockchain, this report concludes that the technology could help to improve the
efficiency, effectiveness and resilience of systems to manage verification data, while
protecting the privacy of proliferation-sensitive information. Additionally, blockchain
could facilitate new types of international cooperation on disarmament verification,
helping to build bridges among nuclear armed and non-nuclear armed states.
Specifically, blockchain could help to:

+ Track chain-of-custody for treaty-accountable items while minimising workload.

+ Create an immutable, encrypted data record that is easily accessible to authorised
participants in a verification process.

+ Help to build technical capacity among NN'WS and habits of cooperation among
NPT parties, while protecting proliferation-sensitive data.

+ Create new rypes of verification mechanisms and data without adding friction,
including by enabling a network of automated sensors and environmental monitors.

+ Act as a cryptographic escrow for national declarations in disarmament processes.

In practice, whether blockchain can actually do these things will depend on states’
high-level policy objectives as well as the practical and technical contexts in which
they pursue them. Analysts and policymakers should therefore continue to assess how
the attributes of blockchain correspond to their needs and objectives in disarmament
and arms control policy. But they should also remember that sometimes, new
technologies allow for innovation in the policy objectives themselves.

OVERALL, THE ATTRIBUTES OF BLOGKCHAIN CORRESPOND STRONGLY
TO THE REQUIREMENTS AND OBJECTIVES OF NUGLEAR DISARMAMENT
AND ARMS GONTROL VERIFICATION
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