
Cyber Security 
Research Group

Building NHS Resilience to Ransomware: 
Central Oversight and Shared Capability
Monica Kello, Steve Hill, Zofia Hill, Tim Stevens

March, 2026

Sponsored by

White Paper

https://www.halcyon.ai


Executive Summary
Context

•	 Digitisation is critical to the healthcare mission. Public trust is vital for 

this. A ransomware attack leading to major theft of patient data or, worse, 

an operational outage would undermine this trust and threaten progress 

towards future digitisation.

•	 Ransomware attacks are the greatest current cyber threat to the National 

Health Service (NHS). Criminal groups target indiscriminately. Their 

leverage in healthcare attacks is that the potential impact, including threat 

to life, will drive victims to pay up. Cyber defences in the healthcare sector 

are vulnerable.

•	 While this paper focuses on reducing the criminal ransomware threat to 

Acute NHS Trusts, the Cyber Leadership Framework outlined applies to all 

Trusts (for example Ambulatory, Mental Health, Community, Primary Care, 

and Arms Length Bodies) and to countering more sophisticated nation-

state threat actors.

Key observations

1.	 A single major technology incident could seriously impact patient safety. 

Cyberattacks also threaten patient data confidentiality and integrity. In the 

longer term such incidents undermine public trust that is key to the future 

strategy of the NHS moving from analogue to digital.

2.	 Ransomware is not the only cyber threat to the NHS, but it is the most 

significant.

3.	 The severe ransomware risk to Acute NHS Trusts is driven by inconsistent 

implementation of cybersecurity controls, uneven resilience, and variable 

quality of risk governance across organisations, rather than a targeted 

criminal threat.

4.	 Resource constraints and underinvestment are only part of the problem.

5.	 Cyber and technology risk must be seen as a patient safety issue.

Ransomware attacks 
are the greatest 
current cyber threat 
to the National 
Health Service 
(NHS). Criminal 
groups target 
indiscriminately.”
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6.	 Senior executives and board members who empower their Chief 

Information (or Information Security) Officers can make a significant 

difference to levels of cyber and technology risk.

7.	 A more centralised approach that enforces standards and provides 

practical central shared services is needed to achieve consistent and 

effective risk governance across NHS Trusts.

8.	 Improving third-party risk management (vendors) is vital, both enhancing 

cybersecurity and bringing financial savings through economies of scale.

9.	 Emergency Preparedness, Resilience and Response (EPRR) within the NHS, 

at both local and national level, is mature. This resilience needs to extend to 

crises in the digital domain.

10.	There is insufficient accountability or personal consequences for senior 

executives who fail to fulfil their responsibilities to ensure a minimum level of 

cybersecurity and resilience.

A Cyber Leadership Framework for the National Health Service

1.	 Strategic ownership and accountability: cybersecurity must be treated as an 

organisational business resilience risk, not as a technical risk.

2.	 Board literacy and engagement: NHS Trust Boards need sufficient literacy 

in cybersecurity in order to prioritise cyber risk as seriously as clinical and 

financial risk.

3.	 Risk framing and consistent measurement: cyber risk reporting needs to be 

specific and measurable to compete credibly with other resource demands.

4.	 Security integration with the core healthcare mission: prevention, resilience 

and crisis response.

5.	 Operating model: to achieve greater consistency there needs to be greater 

centralisation and robustness, both in terms of regulatory prescriptiveness 

and shared cybersecurity services.

6.	 Third party risk governance: Supply chains are critical for the NHS: Boards 

must improve governance of critical suppliers and shared services given 

patient safety and service continuity risks.

With great power comes great accountability: incentivising the adoption of 

the framework

•	 Ensure the NHS is comprehensively covered by the Cyber Security 

and Resilience Act. Add cybersecurity maturity as a field in the NHS 

Trust rankings.

…cybersecurity 
must be treated as 
an organisational 
business resilience 
risk, not as a 
technical risk.”
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Foreword
Foreword by Sir Jeremy Fleming, former Director of GCHQ (2017-2023)

Just a few months after I was appointed as the Director of GCHQ in 2017, the 

WannaCry ransomware attacks crippled dozens of NHS Trusts across the 

country. In October of that year, I wrote that protecting people from these 

types of attacks must be given the same priority as defending against terrorism. 

The ransomware threat has evolved in the years since, but I stand by that 

judgement.

This white paper from the King’s College London Cyber Security Research 

Group acknowledges the progress made by the NHS since 2017. But it also 

addresses inconsistencies in the levels of current cybersecurity across 

NHS Trusts and the degree to which patient lives and public trust may be at 

risk. Rather than arguing for greater resources, The KCL Cyber Leadership 

Framework puts forward the case that better digital security can be achieved 

by improved risk management, clearer accountability and transparency, and a 

more centralised national approach.

I welcome these findings and support the need for both bold leadership at the 

centre and greater practical operational support to already stretched individual 

Trusts. Cyber security in the NHS is national security, and I hope that the new 

perspectives in this report will support and enable the nation’s health at a 

critical time.

— Sir Jeremy Fleming KCMG CB

Foreword by Rt Hon Alan Milburn, Health Secretary (1999-2003)

The National Health Service faces challenges from every direction. The 

criminal ransomware threat is clearly one of the most concerning. We need to 

reduce the risk, especially as we press forward with better leveraging patient 

data and AI.

I very much welcome this contribution from the King’s College London 

Cyber Security Research Group, in particular the focus on how governance 

and cultural fixes can reduce the risk – rather than simply throwing more 

resources at the problem. There are few, if any, areas where achieving clarity 

of accountability and consistency matters more than in cybersecurity and 

resilience.

— Rt Hon Alan Milburn

The criminal 
ransomware threat 
is clearly one of the 
most concerning. We 
need to reduce the 
risk, especially as we 
press forward with 
better leveraging 
patient data and AI.
— Rt Hon Alan Milburn
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Introduction
“The mission of NHS England is to deliver high-quality healthcare for all, train 
and support NHS staff and to deliver value for money for taxpayers” (NHS 
England, 2025).

Digitisation is already critical to the mission of the NHS. The NHS App and other 

digital channels are used for 94.3% of appointment bookings, 98.9% of repeat 

prescriptions, and for 84.1% of test results. Single patient records are the 

planned next step. Even greater leveraging of the capabilities and efficiencies 

of artificial intelligence (AI), moving beyond generative AI tools towards 

autonomous agentic AI coworkers, will surely be the next phase. Better use of 

technology is existential: it is key to the future survival of the NHS.

Public trust is critical if this is to happen. Trust in the security of patient data is 

currently still high. According to NHS England (2024) research, 83% of people 

trusted the NHS to look after their data. Yet trust can easily be lost. Another 

major patient data loss or catastrophic operational outage could derail this 

effort. Such an incident would not be a surprise. Ongoing NHS digitisation is 

happening at the same time that we are seeing continued growth of criminal 

ransomware attacks, with attackers adapting their techniques to better target 

modern cloud infrastructures.

This white paper highlights the threat of ransomware attacks to the health 

sector, with a focus on the NHS Acute Trusts in England. We propose a 

framework which would reduce but not eliminate the risk. These largely align 

with the direction set out by the Department of Health and Social Care (DHSC) 

in its 2023 strategy for a resilient health system. Based on interviews with NHS 

Trust Chief Information Officers (CIOs) and Chief Information Security Officers 

(CISOs) across the UK, as well as other key stakeholders inside and outside 

government, we warn that while the NHS has made significant improvements 

since the seminal 2017 ‘WannaCry’ cyberattack, the practical risk remains 

under-appreciated and insufficiently addressed by many NHS Trust Boards. 

The vulnerability of the NHS to ransomware is not simply a factor of limited 

resources. Financial and other constraints are a contributing factor, although 

this issue is hardly limited to the health sector. Our research led us to focus 

increasingly on challenges of organisation and of risk culture. We were struck 

by the scant reference to this set of cyber risks in major public reviews such as 

Lord Darzi’s 2024 independent investigation of the NHS in England or in Trust 

annual reports, possibly reflecting an underappreciation of the topic.

The mission of 
NHS England is to 
deliver high-quality 
healthcare for all, 
train and support 
NHS staff and to 
deliver value for 
money for taxpayers.”

— (NHS England, 2025).
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We present a series of pragmatic recommendations to manage cybersecurity 

risk more effectively and an implementation framework to reduce operational 

and data loss risks to more acceptable levels. Our framework differs from 

the 2023 DHSC policy paper mainly in terms of its focus on practical 

implementation: centralised practical support, greater incentivisation to meet 

required standards and, if necessary, more robust oversight and response 

to failings.

NHS England sets out a clear set of expectations in their Data Security and 

Protection Toolkit (DSPT). It has also increasingly offered practical shared 

services to help achieve these standards. The shortcomings lie not in the 

framework itself, but in its implementation. A “more unified approach for a 

decentralised sector”, as the 2023 report states, will not develop without 

more robust central direction. It remains to be seen if regional (“clustered”) 

Integrated Care Boards or the merger of NHS England with the central 

government DHSC machinery will demonstrate the required level of boldness 

and determination at leadership levels to meet these challenges.

The UK health sector is a vast ecosystem spanning the various types of NHS 

Trusts (Acute Care; Mental Health; Community Health; and Ambulances) across 

the four nations, small enterprises including doctors, dentists, chemists, and 

opticians, as well as a wide network of private-sector supporting companies, 

including major multinational pharmaceutical firms. Our focus is on NHS 

England Acute Trusts, where human lives are at stake.

NHS England sets 
out a clear set of 
expectations in 
their Data Security 
and Protection 
Toolkit (DSPT). It has 
also increasingly 
offered practical 
shared services to 
help achieve these 
standards.”
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The Ransomware Threat
Ransomware attacks against businesses and enterprises have proliferated in 

recent years.

The criminal surge has been driven by multiple overlapping factors:

•	 business dependency on fragile digital infrastructure, which creates an 

extensive attack surface

•	 heightened geopolitical tensions conducive to the maintenance of safe 

havens for cybercriminals

•	 perceived immunity flowing from limited law enforcement resources and 

transnational legal cooperation, and

•	 the development of new enabling technologies such as ubiquitous end-

to-end encryption, dark web marketplaces, and cryptocurrency. Criminal 

adoption of autonomous AI hacking agents will soon transform the speed 

and scale of this threat to the next level.

A structured and lucrative criminal business ecosystem has developed, 

measuring success by scale, throughput, and a lucrative return on investment 

(ROI). More recently, these largely Russian-organised groups have been joined 

by a new cadre of young British, American and European hackers forming loose 

syndicates, known as “Scattered Spider”, and motivated as much by praise and 

admiration within the hacker community as financial reward. There have been 

no verified reports of this latter group attacking major hospitals, healthcare 

networks or medical systems.

For the most part, these criminal threat actors are looking for easy wins rather 

than targeting specific victims as a government actor might do. Different 

groups specialise in specific phases of the attack process. The tactics, 

techniques and procedures used against the health sector appear no different 

from the methods used by other attackers. The first stage is to gain access 

into a victim network, whether through exploitation of an identified software 

vulnerability, a stolen set of user credentials, an adversary in the middle attack, 

a phishing attack, or by social engineering. Once in the network, the attackers 

may strike quickly or might explore and seek to escalate their privileges to 

grant themselves wider and potentially more damaging privileged access. They 

will encrypt the system to render it useless, demanding payment in Bitcoin 

(or other cryptocurrency) to provide the decryption key to potentially enable 

system recovery. Alternatively, criminals may exfiltrate sensitive patient data 

that can be used for extortion.

Criminal adoption 
of autonomous AI 
hacking agents will 
soon transform the 
speed and scale of 
this threat to the 
next level.”
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While there is no evidence that the criminal threat is disproportionately 

directed at the UK health sector, the proportion of overall data leak victims in 

global healthcare doubled between 2022 and 2024. The ransomware threat 

to the wider health sector comes from a perception of inconsistent levels of 

cybersecurity, meaning that attacks will succeed more frequently, and a sense 

that victims, particularly in the private sector, are more motivated to rapidly 

resolve an incident (e.g. by ransom payment) because downtime may threaten 

patient lives and data leaks cause significant business reputational harm. For 

criminal groups, the chances of a positive ROI ratio may appear better even 

if evidence suggests that the NHS, as a government arms-length body, has a 

policy of not paying ransoms.

Selected major UK Health Sector Ransomware attacks

Victim Date Impact Attacker Possible Factors

North Lincolnshire 
and Goole NHS Trust

October 2016 •	 Outages of four days Unconfirmed Firewall configuration

WannaCry attack
(80 out of 236 NHS 
Trusts)

May 2017 •	 Widespread outages

•	 No data exfiltration

•	 Est. £92 million.

Lazarus Group (NK) Patching

HSE Ireland March 2021 •	 Major disruption

•	 Stolen data (700GB)

•	 Est ~€102 m

Wizard Spider (Russia) Not known

Advanced Computer 
Software group

August 2022 •	 Six-month backlog

•	 Data loss (79,404 
medical records)

•	 ICO fine of £3.07m

Lockbit (Russia) Multi-factor 
authentication (MFA)

Barts NHS Trust June 2023 •	 Data loss (7TB) ALPHV/Blackcat (Russia) Not known

NHS Dumfries and 
Galloway

February 2024 •	 Data loss INC Ransom (Russia)

Synnovis pathology 
service

June 2024 •	 Major disruption 

•	 Data loss (300m 
records)

•	 Est. £32.7 million

Qilin (Russia) MFA
(under current 
investigation)

Wirral University 
Teaching Hospital 

November 2024 •	 Nine days of disruption

•	 Est. £3.7m

Unconfirmed Not known

Alder Hey Children’s 
NHS Foundation

November 2024 •	 Limited outages

•	 Unknown data loss

INC Ransom Patching
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The Ransomware Risk 
to NHS Health Trusts: 
10 Key Observations
The following observations were drawn from our interviews in late  

2025/early 2026

01  A single major technology incident could seriously impact patient 

safety. Cyberattacks also threaten patient data confidentiality and 

integrity. In the longer term such incidents undermine public trust 

which is key to the future strategy of the NHS moving even further 

from analogue to digital.

An operational disruption of an acute healthcare service, even for a short 

period of time, can put patient lives at risk. This is even more critical 

where services are already over-stretched, have significant supply chain 

dependencies, and limited redundancy. The 2024 ransomware attack on 

Synnovis, a pathology joint venture supporting leading NHS Acute Trusts, 

disrupted the delivery of blood tests and diagnostics for weeks. Over 10,000 

acute outpatient appointments and 1,710 elective procedures were forced to be 

postponed at Guy’s and St. Thomas’s and King’s College Hospitals, and possibly 

contributed to the death of at least one patient. A 2020 ransomware attack on 

Düsseldorf University Clinic “crippled the entire IT network of the hospital” and 

forced incoming emergency patients to be diverted elsewhere, including one 

woman who later died.

The potential disruptive impact will be less where healthcare systems are 

dispersed and most patients have greater options as with dentists, chemists 

or general practitioners. However, there may be common dependencies and 

concentration risk around suppliers, data feeds and/or IT networks.

The healthcare system also possesses huge volumes of some of the most 

sensitive personal data: not just patient identification details, but also medical 

records. A lack of confidence in the privacy protection of this data risks 

undermining patient willingness to speak to their doctors (for example in the 

case of sexually transmitted diseases, unwanted pregnancies, or mental health 

issues). A Finnish hacker, Aleksanteri Kivimaki, was sentenced to over six years 

in prison in 2024 for exposing around 33,000 Finnish mental health records, 

including transcripts of therapy sessions with details of child abuse, suicide 

attempts and personal trauma. At least two people took their own lives after 

learning that their records had been stolen. External reporting suggests that 

the Synnovis incident exposed medical data relating to more than 900,000 

NHS patients (no official figure has been publicly released).

The potential 
disruptive impact 
will be less where 
healthcare systems 
are dispersed and 
most patients have 
greater options 
as with dentists, 
chemists or general 
practitioners.”
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Public trust in the integrity and confidentiality of patient records is critical to 

the effective functioning of any health service. It is even more important in 

the context of the government’s ten-year digital transformation plan and if 

data records are to be centralised and standardised as proposed by the UK 

government in October 2024 and reflected in the ten-year transformation 

plan’s transition from analogue to digital. This integrity is also a prerequisite 

for the optimum application of AI capabilities, which are a logical next step. 

Research on public attitudes to data in the NHS and social services in May 

2024 reported that 83% of people trusted the NHS to keep patient data 

secure. This high level of trust needs to be maintained.

Digitisation is critical to the healthcare mission. Public trust is vital for this. 

A ransomware attack leading to major patient data loss or, especially, an 

operational outage could undermine this trust and threaten progress toward 

future digitisation.

02 | Ransomware is not the only cyber threat to the NHS, but it is the 

most significant.

In its 2025 annual review, the National Cyber Security Centre (NCSC) reported 

a 50% surge in “highly significant” cyberattacks and described ransomware 

as the “biggest cyber threat” driven by both state-sponsored actors and 

financially motivated organised criminal groups. GCHQ’s Director, Anne Keast-

Butler, urged companies to prioritise cyber risk management. Later in the 

year, the government sent a letter, co-signed by the Chancellor and Ministers 

for Technology and Business, to the CEOs of the top 350 UK enterprises 

reiterating this message.

Targeted state-directed cyberattacks are, at worst, almost impossible to 

defend against. A persistent and well-resourced state actor will, if sufficiently 

determined, circumvent most defences. The huge data hack of the US Office 

of Personnel Management by Chinese state actors in 2015 demonstrated 

that all large personal data sets are potentially at risk. But during the Covid-19 

pandemic, hostile foreign intelligence services pivoted their offensive cyber 

efforts from their usual focus on governments, defence and geopolitics towards 

healthcare targets and pharmaceutical manufacturers. Vaccination research 

became their highest priority intelligence requirement.

However, opportunistic criminal ransomware groups represent a clear and 

present danger. Defence against these adversaries is both achievable and 

increasingly expected. In his 2025 NCSC annual report, CEO Richard Horne 

noted that accreditation in the NCSC Cyber Essentials scheme (increasingly a 

prerequisite for government contracts) reduced cyber insurance claims by an 

impressive 92%.

The Sophos “State of Ransomware in Healthcare 2024” report suggested that 

67% of surveyed healthcare organisations had been hit by ransomware that 

year, an increase even as broader average attack rates fell.

Targeted 
state-directed 
cyberattacks are, 
at worst, almost 
impossible to  
defend against.”
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Given the high stakes outlined above, the NHS should be achieving at least the 

same levels of cybersecurity and resilience as the wider enterprise community, 

sufficient to prevent less sophisticated attacks.

03  The severe ransomware risk to Acute NHS Trusts is driven by 

inconsistent implementation of cybersecurity controls, uneven 

resilience, and variable quality of risk governance across 

organisations.

After the 2017 WannaCry attack, the National Audit Office (NAO) assessed 

that the unsophisticated attack had been “preventable” and resulted from 

poor IT security: unpatched systems and weak central oversight had allowed a 

relatively unsophisticated attack to disrupt roughly a third (81 of 236) of NHS 

Trusts in England. 19,000 appointments were cancelled. Those NHS Trust CIOs 

who were around at the time still talk of this as a seminal moment that changed 

their appreciation of the seriousness of the risk.

Significant progress has been made in the intervening years. Some NHS Acute 

Trusts do appear to be operating at the same levels of cybersecurity risk 

management as enterprises in other sectors. Driven by NHS England and the 

2023 DHSC Cyber Strategy for health and social care, this is the right direction 

of travel.

However, pace matters as much as direction. In a world where criminals 

gravitate towards the weakest link, current levels of inconsistency are 

problematic. The systemic lessons highlighted in the 2018 NAO WannaCry 

report to address inadequate cyber security remain valid. The controls needed 

to prevent ransomware are well understood (given that cybercriminals follow a 

repeatable playbook), but the ability to consistently implement those controls 

and practices across an exceedingly complex technology stack spanning 

multiple entities is uneven. These widely known challenges are already difficult 

to address, but defenders must also keep pace with the evolving ways in which 

criminals target modern cloud-based and outsourced technology stacks. The 

pattern increasingly involves exploiting stolen credentials to log in rather than 

“hacking in” and abusing single sign-on implementations that can function as a 

digital master key. For already overstretched teams in smaller Trusts, keeping 

pace using only local capabilities may be unrealistic.

04 | Resource constraints and underinvestment are only part of the 

problem, but such constraints are not unique to the health sector.

There are very few organisations, from global banks to small and medium-sized 

enterprises, that do not face resource constraints. Even fewer who do not need 

to balance competing pressure and risks and are at the maturity level that they 

would like to be in terms of their current digital (or physical) IT infrastructure. 

Everyone struggles with sprawling networks and legacy systems. Effective 

senior management is all about balance and hard resourcing decisions.

The Sophos “State 
of Ransomware in 
Healthcare 2024” 
report suggested 
that 67% of 
surveyed healthcare 
organisations 
had been hit by 
ransomware that 
year, an increase even 
as broader average 
attack rates fell.”
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The health sector does face some specific sectoral challenges: the size 

and complexity of the system, its wide geography, and the layered nature 

of its governance. Technical debt, the ‘parlous’ state of the NHS’s current 

IT infrastructure as one interviewee put it, came up repeatedly in our 

conversations with those responsible for the NHS networks. “It’s not cyber 

that needs fixing, it’s IT.” Legacy estate, across physical and digital, is a critical 

challenge. MRI scanners and other specialised medical devices can be decades 

old, with software to match. The risks that come from this reality are less visible 

than those that come from crumbling concrete or asbestos, but they can be 

even more dangerous as they do not remain localised.

Priority is too often given to the problems that are most immediate and visible 

rather than less pressing but more strategic ones. Today’s realised risks tend 

to trump tomorrow’s unrealised, and often difficult to quantify, risks. There 

is risk not only of recency bias but biases towards personally familiar risks. If 

the Boards and senior management of NHS Trusts are dominated by those 

with medical expertise and experience, then clinical physical dangers may 

overshadow nebulous and unrealised cyber risks (until, that is, something 

happens). There is also the pervasive risk, as in the charity sector, that the 

admirable wish to dedicate as many resource as possible to frontline tasks will 

lead to underinvestment in underlying risk mitigation.

A more specific observation is that the current central funding model 

fails to properly consider ongoing costs as it awards mainly one-off capital 

expenditure. The centrally allocated funds are widely perceived by those on 

the receiving end to be short-term and lacking in strategic vision. The “shape 

of the money”, rather than the limited sums, is the problem. Adding a new tool 

is of limited security value if there are not the resources to act on the resulting 

alerts. Moreover, the model in the cybersecurity industry is increasingly to 

rely upon licensing models for cloud-based Software as a Service (SaaS) 

subscription tools rather than one-off capital purchases. This inhibits the 

ability by Trust CIOs to pursue longer-term strategic plans and steers those 

responsible for cybersecurity towards buying technical tools and products 

rather than investing in the people required to effectively manage IT and cyber 

risks in the long term.

The health sector 
does face some 
specific sectoral 
challenges: the size 
and complexity of 
the system, its wide 
geography, and the 
layered nature of its 
governance.”
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05 | Cyber and technology risk must be seen as a patient 

safety issue.

NHS workers have an impressive ability to adapt and respond quickly to clinical 

emergencies and setbacks, demonstrating agility and invariably trying to do 

what is best for the patient. The broader safety culture is widely perceived to 

be good, acknowledging that most failings arise from systemic weaknesses 

rather than individual negligence. Yet there is a sense that when it comes to 

managing technology risk, or cyber risks, there is not the same instinctive 

understanding of how patient safety might be endangered.

NHS England mandates that cyber risk is included on all NHS Trust risk 

registers, as is the appointment of Senior Information Risk Officers (SIRO) 

and Caldicott Guardians to oversee data security and the sharing of personal 

health information. All NHS Trusts are also required to comply with the Data 

Security and Protection Toolkit (DSPT), which is aligned to the NCSC’s Cyber 

Assessment Framework and should ensure minimum standards on issues such 

as vulnerability management, privileged access management and back-ups.

This all sounds sensible on paper. Yet the lessons from the post-incident 

reports following multiple cyber and ransomware attacks is that compliance 

and good operational risk management are not the same thing. All regulated 

organisations, in whatever industry sector, will inevitably seek to achieve 

and evidence legal and regulatory compliance, but this does not guarantee 

proportionate and sensible risk management. All bureaucracies, including 

NHS Trusts, can mistake compliance for good risk management. At worst, the 

pressure to be compliant can lead to positively misleading assertions.

Corporate security (and cybersecurity) culture is what really matters. This 

tone is set at the top. It is the key differentiator between those organisations 

with robust cybersecurity and resilience and the rest. Broader organisational 

buy-in is needed but will rarely be present unless the most senior management 

are seen to take operational risk management as seriously as they traditionally 

have taken financial risk management and patient (or customer) safety. Culture 

is not determined by the numbers of phishing simulations, by mandatory 

annual cybersecurity online tests, or by compliance with a long to-do list of 

best practices. Again, we observe that this culture is developing – but not 

necessarily at sufficient pace and across all Trusts equally.

The NHS England’s DSPT is clearly well-intentioned and broadly sensible. It 

is designed to be outcomes-based rather than prescriptive about specific 

control solutions. But there is a clear risk (acknowledged to us by some of the 

more experienced CISOs within NHS Trusts) that it may inadvertently foster 

an exhaustive box-ticking compliance approach. It relies on self-attestation 

with little practical external validation. An overstretched CIO who also wears 

the SIRO hat may not have the bandwidth or expertise to fully appreciate 

the complexity and hard trade-offs required. The danger here is that board 

Corporate security 
(and cybersecurity) 
culture is what really 
matters. This tone is 
set at the top.”
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members gain a false sense of confidence: on paper there is an accountable 

executive, compliance with a national framework, and a risk governance 

framework; but it does not always translate to effective operational risk 

management and resilience.

06  Senior executives and board members who empower their Chief 

Information (or Information Security) Officers can make a 

significant difference to levels of cyber and technology risk.

There is a direct correlation between good organisational governance 

and good cybersecurity and resilience. The Trusts that were judged most 

effective and scored highest in the quarterly dashboard and ranking of 

NHS Trust performance seemed, as far as one could judge, to be the same 

Trusts which implemented good risk governance as part of a wider good 

organisational strategy.

One or two individual leaders, either on the Board or with direct Board access, 

potentially have disproportionate impact. They can set and articulate a clear 

and long-term cybersecurity strategy, whether they have personal cyber 

experience and expertise or not. They recognise the potentially disastrous 

impact of a single major cyber incident and see this as more than just a 

piecemeal technical challenge.

As is the case in government departments, the best of the individual executives 

with responsibility for cybersecurity and resilience are driven by a sense of 

higher purpose and public service. These were the individuals who clearly 

forced through a more strategic approach to cybersecurity and were able 

to transcend tactical or compliance approaches, as well as overcoming the 

frustrations of working within often elephantine and slow bureaucracies. Very 

few Trusts are of a size to have dedicated technically qualified CISOs, but this 

seemed less important than whether the CIOs who were double-hatting saw 

this aspect of their role as more than just incidental. It is worth highlighting that 

best practice is increasingly to position the CISO under the Chief Risk Officer 

rather than within the technology department.

07 A more centralised approach, enforcing standards but also 

providing practical central shared services, is needed to achieve 

consistent and effective risk governance across NHS Trusts.

A central tenet throughout the NHS is that individual Trusts are accountable 

for managing their own risks. The nuance in this context is that the DHSC 

owns systemic cyber risks while local organisations own local cyber risk. The 

challenge is that this is not a meaningful distinction.

Managing the cyber and ransomware risk in the health sector is best achieved 

by drawing upon recognised best practices at all levels. These are difficult 

to implement but effective. They involve executing consistent multi-layered 
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controls across complex and incoherent networks. There are always exceptions 

but in security, simplicity and consistency is almost always a positive.

NHS England provides a clear set of expectations and standards in line with 

this best practice. Compliance with the comprehensive DSPT framework is 

mandatory. Equally importantly, NHS England (and the other national oversight 

bodies in the UK) provides support to the Trusts by offering practical support 

in terms of shared services. Centralised services on offer from NHS England 

include an impressive National Cyber Security Operations Centre (CSOC), 

threat intelligence, phishing testing, Secure Boundary, Cyber Assurance 

Service, technical remediation service, vulnerability monitoring and commercial 

tools such as Bitsight and MS Defender for Endpoint. Notwithstanding plans to 

shrink the national central capability, we would like to see this list of practical 

support services expand – whilst retaining the accountability of the individual 

Trusts for their own security and resilience.

Yet incentivisation is unclear. There are in practice few meaningful 

consequences for not reaching the minimum standard. Whilst subject to 

usual audit oversight, Trusts effectively self-attest their compliance with the 

DSPT framework. Complexity reigns. If all Trusts are to reach a pragmatic 

minimum viable level of cybersecurity, incident response and resilience then 

the temptation to game the system must be removed and replaced by some 

degree of expert independent external audit or assurance. There are cases 

of victims of ransomware attacks having previously declared themselves as 

having achieved DSPT compliance but, when assessed in retrospect, this looks 

to have been a generous – even misleading – self-appraisal. There have been 

some examples of NHS England requiring undertakings under public-health 

licensing rules under the Network and Information Systems (NIS) regulations 

but these have not amounted to fines despite the Secretary of State having 

explicit powers to levy penalties up to £17 million for failing to meet NIS security 

or reporting standards.

The current model of decentralised Trust autonomy has led to significant 

disparities in the quality of risk management. All Trusts include cyber on 

their risk registers, but there is inconsistency around how this translates 

to managing down that risk in practice. There are no common risk metrics. 

Visibility of locally owned assets and risks from the centre is limited. More 

striking was the degree to which some Trusts seemed determined to maintain 

their bespoke technology and cybersecurity solutions rather than adopt the 

(free!) centralised solutions on offer. Data fragmentation is widely recognised 

as a key problem, but the NHS Federated Data Platform, as just one example, is 

only being used by a quarter of England’s NHS Trusts.

The challenge is to achieve the right balance between decentralised local 

autonomy and consistent, simpler one-size-fits-all solutions. This is a familiar 

debate in many multinationals. Local IT managers will almost always insist upon 

the unique specialness of their requirements, the need for their own bespoke 
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local solutions and devolved decision making. They rarely welcome off-the-shelf 

central offerings and will point to increased concentration risk. But they are 

almost always wrong in terms of achieving optimum systemic cybersecurity 

and value for money. Similarly, the centre cannot simply blame local IT issues 

or failures to implement good security and thereby abdicate responsibility. 

Such transitions are not easy and carry risks during the period of change but 

represent the only way for large complex organisations to meet this challenge.

The shift towards the new regional Integrated Care Boards suggests a 

recognition for the need for scale and improved oversight, but in the 

cybersecurity context it looks like a half-measure and political compromise. 

There was scepticism within the Trusts that these regional bodies would deliver 

the required shift towards consistent cybersecurity and resilience standards, 

instead becoming a new layer of bureaucracy.

Robust national leadership is required. In the current threat and financial 

climate, greater centralisation and shared services are the only way to ensure 

that the widest numbers of Trusts begin to approach the levels being achieved 

by the best in class. The merger of NHS England and the DHSC is a bold 

move designed to reduce duplication and bureaucracy. It may save money 

but if, in the cybersecurity sphere, it ends up diminishing the positive central 

role hitherto played by NHS England then it will have been a retrograde step. 

Central support needs to be practical as well as prescriptive.

08 Improving third-party risk management (vendors) is vital, both 

enhancing cybersecurity and bringing financial savings through 

economies of scale.

Supply-chain and other third-party dependencies are critical to the continued 

functioning of the health sector and represent one of its largest vulnerabilities.

The 2024 ransomware attack against Synnovis led to 10,000 acute outpatient 

appointments and 1,710 elective procedures being postponed at Guy’s and 

St. Thomas’s and King’s College Hospitals, as well as the compromise of 

medical data relating to more than 900,000 NHS patients when the ransom 

was not paid.

Across all sectors, enterprises struggle to manage the risks inherent in their 

critical third (and fourth) parties. Self-attestation of good security practice 

is an imperfect control. More vendors may increase such risk, even as they 

simultaneously reduce concentration risk.

This risk is clearly recognised by both the government more broadly and across 

the health sector. In their 2025 Annual Review, the NCSC highlighted that the 

NHS was the first large organisation to integrate the joint NCSC/DSIT Software 

Code of Practice, promoting more secure software development, into their 

software procurement process.
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There is considerable scope for much greater centralised buying of both 

wider IT and specific cybersecurity tooling. This would be broadly welcomed, 

even if some Trusts will (in our view mistakenly) want to hold out for distinct 

separate bespoke solutions. Given that figures for the NHS spend range up to 

£122 billion (across 80,000 suppliers), there will be important economies of 

scale and potential saving by leveraging this buying power at a national level 

to provide enhanced capabilities across all the NHS Trusts. The centralisation 

of the Enterprise Agreement with Microsoft by NHS Digital reportedly saved 

over £400 million and certainly enabled at-scale access to security tooling and 

products that by default enhanced security in local organisations.

The largest challenge is a lack of confidence in the ability of the centre, 

especially as its staffing has been reduced, to execute such large-scale 

transformation projects. The ambitious 2002 National Programme for IT 

(NPfIT), which included establishing centralised electronic health records for all 

patients and standardisation of software across Trusts, was a near unmitigated 

disaster and has left deep scars. The resulting losses may have been in the 

billions. The NAO blamed the failures on over-centralisation, unrealistic 

expectations, and insufficient stakeholder engagement and mismanagement.

The relationships and levels of trust between the Trust CIOs and the 

cybersecurity teams at NHS England look much improved. While there will 

always be some local resistance and parochialism, the delivery of increasing 

numbers of central security capabilities has built trust and confidence in the 

centre that represent a firm foundation to extend this model.

09  Emergency Preparedness, Resilience and Response (EPRR) 

within the NHS, at both local and national level, is mature. This 

resilience needs to extend to crises in the digital domain.

NHS Trusts often impress in terms of their broader safety culture, including 

their Emergency Preparedness, Resilience and Response (EPRR). Clinicians 

find agile workarounds to potentially catastrophic medical emergencies, going 

beyond their legal obligations under the 2004 Civil Contingencies Act. This 

mindset does not always extend to the digital domain. Ransomware incident 

response will typically involve multiple external as well as internal stakeholders 

and a different set of operational and legal challenges than physical crises. 

There may be moral and policy questions, including around whether to ever pay 

a ransom demand, that are beyond the scope and competency of an individual 

Trust. The longevity and extent of the impact is potentially quite unlike any other 

crisis. The UK Legal Aid Agency was victim of a cyberattack in April 2025 (Legal 

Aid Agency & Ministry of Justice, 2025). It immediately took systems offline to 

prevent further damage and allow forensic investigation. The system was still 

only partially working in early 2026 (UK Parliament, 2026). This is a challenge 

that industries like energy and aviation also face.
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In more cyber mature sectors, such as finance, there has been a clear shift 

(in part driven by regulators) towards acknowledging the reality that the 

cyber threat has increased dramatically and that it is increasingly prudent 

therefore to assume that preventative controls will fail and to invest instead in 

business resilience. This extends beyond traditional disaster recovery and crisis 

management towards identifying critical business services and planning how 

to rebuild them in worst-case scenarios. Yet not all Trusts have run the sorts 

of top-level senior management ransomware attack simulation exercises that 

build muscle memory and put them in the best position to recover if all digital 

systems fail.

10 There is insufficient accountability or personal consequences for 

senior executives who fail to fulfil their responsibilities to ensure  

a minimum level of cybersecurity and resilience.

Everyone working within the NHS wants to do the right thing. But they are 

faced with sometimes impossible trade-offs. There is a risk that, because 

most have no experience of ransomware attacks, the consequences of under-

investment in cybersecurity are under-appreciated in terms of patient safety 

and legal data protection obligations. The published NHS cyber security 

guidance for non-executive directors is a solid and practical resource but can 

never substitute for lived experience. Recent well-publicised ransomware 

attacks against well-known enterprises in the UK retail and manufacturing 

sectors have rebalanced this to some extent.

There is a legitimate expectation that all NHS Trusts, especially the Acute 

Trusts, should be operating at the minimum levels set out by NHS England. 

Where self-attestation of this proves to have been wilfully or negligently 

misleading then there should be personal consequences for those involved. The 

powers that exist under NIS and the wider Information Commissioner’s Office 

(ICO) regulations need to be highlighted to the local Trusts.

There may be lessons to be drawn from the private health system in the 

United States. Individual hospitals can and will be ejected from wider private 

healthcare groups where they do not demonstrate meeting the expectation 

of those groups. Moreover, fines under the 1996 Health Insurance Probability 

and Accountability Act (HIPAA) regulations and subsequent legal class action 

suits can reach tens of millions of dollars. In 2016, Anthem, the second largest 

health insurer in the US, was fined $16m and paid a $115m settlement following 

a ransomware attack.

Central accountability needs to be more rigorous. If Trusts wilfully resist 

offers of support and capabilities from the centre, then they should be clearly 

told that this choice shifts the accountability even further in their direction. 

Conversely, if the centre extends the current cybersecurity and digital 

resilience capabilities and services that it offers to the Trusts (as we believe 

it should) then it must execute and run these effectively. It cannot have it 

both ways.
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A Cyber Leadership 
Framework for the NHS
We endorse the 2023 policy paper published by the DHSC, ‘A cyber resilient 

health and adult social care system in England: cyber security strategy to 

2030’. The five pillars (focus on the greatest risks and harms; defend as one; 

people and culture; build secure for the future; exemplary response and 

recovery) are well judged.

Our framework differs mainly in terms of a focus on practical implementation: 

centralised practical support, greater incentivisation and, if necessary, more 

robust oversight and response to failings.

1.	 Strategic ownership and accountability

Cyber risk needs to be governed as an organisational risk-to-life and service 

continuity issue, rather than treated as a technical subdomain. This element 

exists to close the recurrent gap between high risk register scores for 

cybersecurity and the absence of sustained action.

Good practices

•	 Individual NHS Trusts should continue to have primary accountability for 

their own risk management.

•	 NHS Trust Board explicitly owns cyber risk as an operational risk with 

plausible patient safety implications, alongside other pressures.

•	 The CEO and Chair of the Board provide visible sponsorship and protect 

delivery of cyber priorities when competing risks intensify.

•	 Annual attestation that the Trust meets the stipulated minimum standards 

for security and resilience must be approved by the Board and signed by 

the Board Chair and included in all NHS Trust annual reports. These should 

equate to the cybersecurity levels demanded for accreditation in the 

NCSC Cyber Essentials+ scheme.

•	 Accountability for cyber risk is clearly defined at executive level, with 

a CISO or a qualified SIRO who understands both information risk and 

organisational risk governance.

•	 The respective roles of the CISO (where applicable), SIRO, and the 

Caldicott Guardian are clearly articulated and understood.

•	 The separation between information risk ownership and technology 

delivery is used intentionally where it clarifies accountability (for example 

the CISO or SIRO is not absorbed into day-to-day IT delivery pressures).
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•	 Decision rights for cybersecurity incidents are predetermined and 

rehearsed, including authority to disconnect systems, accept controlled 

disruption to prevent wider compromise, and coordinate with national and 

regional capabilities.

Board questions

•	 Who on the Board is ultimately responsible for cyber risk management?

•	 Do the cyber leadership roles in place have the authority and capacity to 

deliver on cyber priorities?

•	 Does the CISO or SIRO role have direct access to the Board?

•	 What assurance do we have that accountability is meaningful rather 

than nominal?

•	 If we lost core IT capability, what is the operational pathway through which 

patient harm could plausibly occur, and how would we prevent it?

•	 Who is accountable for decisions that trade short-term disruption against 

preventing wider compromise?

•	 What is the decision process for ransom-related questions?

•	 If ransomware encrypted our core systems and no decryption keys were 

available, what is our evidenced time to recover critical services and 

restore safe operations?

Anti-patterns

•	 Treating “cybersecurity on the risk register” as synonymous with mitigation.

•	 Appointing a cyber lead in name only, creating false confidence.

•	 Reliance on generic risk scores (for example maximum likelihood and 

impact) without specifying what must change.

•	 Escalating cyber only after crises and then rapidly deprioritising once a 

sense of assurance returns.

•	 Tool purchasing as a substitution for sustained capacity and delivery.

2.	 Board literacy and engagement

Board members must have a shared baseline of digital and cyber understanding 

so that cyber risk can be scrutinised and prioritised with the same seriousness 

as financial and clinical risks. This element addresses the documented tendency 

for technology knowledge to be treated as optional at senior levels and for 

cyber to remain intangible until disruption occurs. It also underlines that failure 

at Board level presents a direct threat to the NHS digital strategy, which 

includes greater data centralisation and the longer-term adoption of digitally 

enabled and AI-supported care models.
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Good practices

•	 Board education is designed to produce decision competence, rather 

than just awareness. Board members can interrogate risk claims and 

understand what “good” requires in practice. Boards should be able to 

demonstrate collective or individual cyber expertise.

•	 Training prioritises practical comprehension of how cybersecurity 

incidents disrupt care delivery, including prolonged recovery periods and 

the constraints imposed by forensic investigation.

•	 Cyber risk is explicitly framed as an enabling condition for the Trust’s 

digital strategy. Board members understand that repeated or poorly 

managed cyber incidents undermine public trust, therefore threatening 

centralised digital models and constraining future digital and AI ambitions.

•	 Exercises are experiential and scenario-based, enabling Board members to 

practice judgement under ambiguity, as in structured simulations of cyber 

incidents.

•	 Clinical leaders are included as primary stakeholders in cyber learning.

•	 Board discussions are conducted in operational language, using service 

continuity pathways and system dependencies rather than technical 

vocabulary.

Board questions

•	 Can we explain, in plain operational terms, the top three ways a 

cybersecurity incident could disrupt our Trust?

•	 Which specific cyber risks can we reduce through defined mitigations and 

what investment and delivery plan is required to reduce them?

•	 Do we understand why cyber incidents are not geographically bounded in 

the way many EPRR assumptions are?

Anti-patterns

•	 Compliance-driven engagement that privileges long toolboxes and 

checklists over principles and risk.

•	 A culture in which senior leaders signal pride in limited technology 

understanding.

•	 Board time dominated by technical action lists that do not connect to 

operational consequences.
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3.	 Risk framing and consistent measurement

Cyber risk must be converted from an abstract, high-scoring risk register 

entry into a set of specific and measurable risks that compete credibly with 

other demands. This element responds to the persistent inability to translate 

likelihood-by-impact assessments into financially and operationally actionable 

controls and to the absence of common risk metrics across organisations.

Good practices

•	 Cyber risk is framed as a component of organisational resilience and public 

trust, particularly in the context of increasing centralisation of patient data 

and the trajectory toward greater digital and AI adoption. Public trust is 

recognised as an enabling condition for the long-term digital model.

•	 The Trust adopts consistent cyber risk measurement designed to support 

national comparability, including incorporation into national league tables 

and alignment with the emerging requirements of the Cyber Security and 

Resilience Act.

•	 The Trust adopts a mandatory minimum set of cyber risk metrics that 

are applied consistently across all NHS Trusts, enabling comparability and 

system-wide oversight.

•	 At a minimum, these metrics distinguish risk appetite and exposure across 

data confidentiality, data integrity, and operational availability. Critical 

patient services, with all their key dependencies, should be documented 

and an explicit period of acceptable service outage should be defined at 

Board level.

•	 For each minimum cyber risk metric, the Trust explicitly defines whether 

current exposure is within or outside agreed risk appetite. Where risk is 

outside appetite, this triggers predefined governance consequences rather 

than discretionary judgement.

•	 Where cyber risk is assessed as outside appetite, a corresponding 

remediation action is specified, with a named accountable owner and a 

defined deadline for delivery.

Board questions

•	 What are our minimum cyber risk metrics, and how do they map to 

confidentiality, integrity and availability?

•	 Which cyber risks are currently outside our agreed appetite, and why?

•	 For each out-of-appetite risk, who is accountable, what action is being 

taken, and by when?

•	 Are there risks we are tolerating by default rather than by explicit 

Board decision?

•	 How does our risk posture compare with peer Trusts using the same 

minimum metrics?
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Anti-patterns

•	 Risk registers that function as technical to-do lists rather than governance 

instruments.

•	 Overreliance on narratives of resource scarcity without examining whether 

governance and delivery quality are the binding constraints.

4.	 Culture and integration with the core healthcare mission

Cyber risk management must be aligned with clinical realities, including the 

“show must go on” ethos, without allowing operational improvisation to erode 

cyber controls. This element also addresses the mismatch between EPRR 

assumptions and cyber incidents, which can propagate across sites and persist 

for months.

Good practices

•	 Cyber is positioned as integral to safe care delivery, not as a competing 

“support service” priority.

•	 Leadership explicitly addresses the limitations of relying on EPRR-style 

confidence that plans will always “kick in,” emphasising that cyber incidents 

are not geographically bounded and can compromise recovery.

•	 Workforce awareness is scaled to the operational context of stretched 

staff and focuses on the highest-leverage vulnerabilities (for example social 

engineering and misuse of access).

•	 Clinical and operational leaders recognise that extended manual working 

and subsequent backloading of data are operational burdens that must be 

planned and resourced.

•	 Skills shortages (and adoption of AI agents in cybersecurity) are addressed 

at a national level.

•	 Security is embedded into broader IT and OT upgrades from the initial 

design stages.

Board questions

•	 What assumptions are we making that mirror physical crisis management 

but do not hold in cyber incidents?

•	 Where do we see cultural resistance to necessary change and how is 

leadership addressing it?
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Anti-patterns

•	 Overconfidence in crisis response routines.

•	 Framing cyber as a barrier rather than an enabler for the digital 

operating model.

•	 Expecting multi-year remediation to be completed within clinically familiar 

timelines.

5.	 Operating model coherence across Trust, regional, and national layers

It is important to address the system-wide vulnerability created by uneven 

cybersecurity and resilience across a fragmented landscape, while clarifying 

which capabilities should be local, regional or national.

Good practices

•	 Leadership supports greater centralisation and standardisation of core 

cyber capabilities where this reduces duplication and ambiguity.

•	 National and local leadership explicitly addresses organisational de-layering 

and centralisation as governance instruments to reduce fragmentation and 

inconsistency.

•	 The Trust explicitly maps its dependence on national capabilities and 

defines how it operationalises those inputs locally.

•	 Regional collaboration is used to address economies of scale, capability 

shortages and inconsistency, including cyber forums and shared leadership 

communities.

•	 The Trust avoids unrealistic expectations that national services alone will 

deliver local response; it maintains local capability.

Board questions

•	 Which cyber capabilities are we relying on nationally, and what must we still 

deliver locally?

•	 Which capabilities should be centralised or delivered as shared services to 

reduce inconsistency?

•	 What are the transition risks and mitigations?

Anti-patterns

•	 Assuming national capability substitutes for local preparedness. Ambiguity 

around national and local capabilities.

•	 Allowing the existence of national standards to devolve into box-ticking 

compliance.

•	 Failure to address system-wide concentration and dependency risks when 

adopting shared tooling.
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6.	 Third-party risk governance

Boards need to treat third-party risk as a service continuity and patient safety 

issue, requiring evidence-based assurance from suppliers rather than relying 

on their self-attestation.

Good practices

•	 The Trust maintains a Board-owned “critical supplier map” which identifies 

the Trust’s most important external dependencies for clinical service 

delivery and data availability, including single points of failure.

•	 Critical dependencies are translated into operational terms. For each 

dependency, the Trust defines the maximum tolerable downtime, 

the minimum data integrity requirements, and the practical fallback 

arrangements.

•	 Supplier assurance is risk-based and supported by evidence. For 

critical suppliers, the Trust defines a minimum assurance standard and 

distinguishes between acceptable assurance and insufficient assurance.

•	 The Trust’s supplier strategy explicitly addresses concentration risk. Third-

party incident response is integrated into the Trust’s own cyber incident 

decision-making.

Board questions

•	 Which external suppliers and shared services are most critical to patient 

care delivery?

•	 What is the minimum assurance standard for critical suppliers and what 

evidence is required beyond self-attestation?

•	 Where is there concentration risk through shared services or vendor 

dependence and what is the mitigation plan if that dependency fails?

Anti-patterns

•	 Treating supplier risk as a conceptual or procurement issue rather than a 

service continuity and patient safety risk.

•	 Reliance on supplier self-attestation as a substitute for assurance.

•	 Adoption of shared tooling without explicit analysis of systemic 

dependency and concentration risk.
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With great power comes great accountability: Incentivising 
the adoption of the Cyber Leadership Framework

The NHS has made substantial progress since the 2017 WannaCry 

ransomware attack.

The direction of travel set by NHS England and the NHS National Cyber 

Security Strategy is broadly the right one. Yet in an environment where 

adversaries gravitate towards the weakest link, inconsistent implementation, 

self-attestation, and the temptation to confuse compliance with security leave 

the system exposed. The objective here is not to create additional bureaucratic 

burden but to introduce credible incentives and consequences that force 

consistent standards and protect public trust that underpins the future digital 

strategy of the NHS.

•	 Ensure the NHS is comprehensively covered by the Cyber Security and 

Resilience Act, including the government-run and nationally delivered parts 

of the health system, rather than relying on “equivalency” arrangements. 

At present, the consequences of falling short of nationally set standards 

are widely perceived to be limited, particularly where assurance rests 

on self-attestation and where Boards can take false reassurance from 

mandated roles and toolkits. Statutory coverage, or a legally binding, 

independently assured equivalence mechanism where formal inclusion is 

constrained, would sharpen expectations and strengthen the credibility 

of minimum standards across confidentiality, integrity, and operational 

availability, especially in trusts where risk governance remains fragmented 

and maturity is uneven.

•	 Add cybersecurity maturity as a field in NHS Trust rankings. The 

central risk is not only the presence of ransomware as a threat, but the 

inconsistency of controls and resilience across more than 300 Trusts. 

Without comparable measures, it is too easy for cyber risk registers 

to become either technical to-do lists or displacement exercises. A 

standardised cyber maturity field in Trust rankings would create visibility 

and benchmarking, making it harder to sustain a compliance-only 

posture while providing Boards with a clearer basis for prioritisation and 

accountability. This should be grounded in a minimum set of common 

metrics, rather than bespoke local interpretations, so that the system can 

see where maturity is genuinely improving and where it is not. The maturity 

field should capture overall cyber capability, including responsiveness, 

collaboration, and strategic intent, rather than technical solutions alone.

•	 Link centralised funding to sustained cyber delivery. A recurring feature 

of the NHS operating environment is short-termism driven by one-off 

capital awards that fail to account for ongoing maintenance and the 

recurrent costs required to keep pace with evolving threats. Centralised 

funding should therefore be used more deliberately to drive consistent 

execution and sustained capability, rather than episodic uplift followed by 

degradation.
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Conclusion
Ransomware, more than other cyber attacks, represents the greatest current 

digital threat to the NHS and the wider health sector. Public trust and patient 

lives are at risk. Significant progress has been made since the WannaCry 

attack, including the development of clear frameworks based upon industry 

best practice, but the implementation of improvements to cybersecurity within 

NHS Trusts has not kept up with threat levels.

To contain the ransomware threat, NHS England (or the successor organisation 

within the Department of Health and Social Care) will need to lean more into 

offering practical national solutions to NHS Trusts and providing more robust 

regulatory oversight to ensure that standards are met. NHS Trust leadership 

teams will have to treat cybersecurity as a safety and business continuity issue, 

every bit as important as medical care and physical infrastructure.

Ransomware, more 
than other cyber 
attacks, represents 
the greatest current 
digital threat to the 
NHS and the wider 
health sector.”
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